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Abstract

Wireless Sensor Networks (WSNSs) ar«hoc networks, which consist of distributed deviaesig senso
nodes to collectively gather physical or environtaérconditions at diffrent places or sites. Sensor netwc
transmit data or information from different sensodes to a data repository on a server. The liém g the sensc
network is limited to its lefever power. The wireless sensor nodes run throbghbatteries ansince they are
deployed in hostile environment their battery igally ur- chargeable and ureplaceable. There may exist some
the nodes do not forward the packets or data teratbdes in order to conserve their own resourgels as energ)
bandwidh and power. These types of nodes that act infaslsehanner to conserve their respective resousce
called greedy nodes. This paper describes theuatachniques to detect greedy nodes. It alsauskss the ke
features of greedy nodes. The magaal of this paper is to propose a novel algoritbrdetect such greedy noc
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I ntroduction

Wireless Sensor Networks (WSNSs) -[2]
have emerged as research areas with
overwhelming effect on practical applicati
developments. They permit fine grain observatiol
the ambient environment at an economical cost r
lower than currently possihlén hostile environment
where human participation may be too dange
sensor networks may provide a robust service. 3¢
networks are designed to transmit data from ary:
of sensor nodes to a data repository on a serv8i
has potential to desigmany new applications fc
handling emergency, military and disaster re
operations that requires real time information
efficient coordination and planning.

Sensors are devices that give a measul
response when a change in a physical condition
temperature, humidity, pressure etc. occurs. W
may consist of different types of sensors sucl
seismic, magnetic, thermal, visual, infrared ett
monitor a wide variety of ambient conditior
Though each individual sensor may have se
resource constraint in terms of energy, mem
communication and computation capabilities; le
number of them may collectively monitor t
physical world, disseminateformation upon critica
environmental events and process the informe
quickly.

The WSN provides an intelligent platform
gather and analyze data without human interver
as a result; they have a wide range of applicati
The wireless sensor nodae generally batter
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driven and due to their deployment in harsh orite
environment their battery is usually -chargeable
and unreplaceable. Moreover, since their sizes
too small to accommodate a large battery, they
constrained to operatasing an extremely limite
energy budget.
A node in a network of this nature shol
aim to achieve the following main characterist
1) Low power consumption.
2) Low cost nodes that use cheap and comm
available batteries.
3) Small physical size to facilitate deployme
4) Compliance to standards and regulatic
5) Single design for international marke
6) Ability to maintain time synchronization wit
other nodes and hopping messages to destini
7) Operate over wide temperat ranges especially
for military applications or high temperatt
scenarios (i.e. a desert zong
8) Fault tolerant.

Greedy Node

In forwarding the packets to other noc
costs extra energy and bandwidth which itself
scarce resource in wireless sensetworks so, some
of the nodes try to save their energy and bandv
as much as possible by refusing to relay pacl
Such noncooperative behavior is called selfishn
and such nodes are called selfish nodes or gt
nodes. Greedy nodes use the bes provided by the
resources of other nodes, but will not make avésl
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their own resources to help other nodes. They do no
have the intention of damaging the network.

Types of Greedy Node
According to [3], there are three types of
selfish or greedy nodes:

1) Selfish Node Type 1 (SN1) — These nodes
cooperate in the DSR Route Discovery and
Route Maintenance phases, but do not forward
data packets.

2) Selfish Node Type 2 (SN2) — These nodes
neither cooperate in the Route Discovery phase,
nor in forwarding data packets. They only use
their energy to transmit their own packets.

3) Selfish Node Type 3 (SN3) — These nodes act
differently based on their energy levels.

Features of Greedy Node

Greedy nodes aim to extract maximum
benefit from the network while trying to preserve
their energy or battery life or bandwidth. A greedy

node may or may not send the data packets in a

proper way. It can do [4] any of the possible attio

in the network:

1) It may switch off its power when it does not have
active communication with other nodes in the
network.

2) It may not forward all packets received from any
of its surrounding neighboring nodes to its
correct neighboring destinations.

3) Sometimes the node sends some packets and
drops others.

4) When a request is passed, it does not forward the
reply request on reverse route.

Related Work
Greedy Node Detection

The various techniques to handle greedy
nodes can be classified into three main categories:
reputation-based, credit-payment, and game theory-
based techniques [5]. In the reputation-basedige la
number of schemes belong to this category, with
different implementations. One advantage of such
schemes could be their quick convergence in
detecting node misbehavior, especially in a large a
hoc network, due to increased information regarding
a particular node’s behavior. However, this apphoac
has some drawbacks: they often assume that nodes
that send reputation information about their peges
themselves trustworthy; and they are subject to
collusion among nodes that misreport reputation
information [6].In credit-payment techniques [5],
every node gives a credit to other nodes, as arcewa
for forwarding the data. The acquired credit isnthe
used to send data to others. The game theory-based
techniques presume that all the nodes can determine
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their own optimal strategies to increase their iprof
The game theory-based technique finds the Nash
Equilibrium point [7] to increase the performande o
the system.

Detection Techniques Description
1 Reputation based technique

In reputation based technique [6] a node
receives one unit of credit for forwarding a messag
of another node and such credits are deducted from
the sender or the destination. In this techniqueyde
monitors the transmission of a neighbour node in
order to ensure that the neighbour node forwards
others traffic. If the neighbour node does not famlv
others traffic, it is considered as greedy nodethisd
uncooperative reputation is propagated throughout
the network. Each node in the network runs the
Confidant protocol, which observes the behaviour of
neighbour nodes to detect misbehaviour such as
dropping of packets. This protocol makes the nodes
to run in a promiscuous mode. When the monitor
finds any type of misbehaviour, it informs the
reputation system, which has a table containingeaod
and their respective ratings. If the number of srae
node mishehaves exceeds a threshold value, the
reputation system updates the node’s rating. If a
node’s rating is below a threshold, it is consideas
a malicious node. The reputation system maintains a
list containing greedy nodes. When forwarding
packets, nodes avoid next nodes on the list. When t
reputation system detects a greedy node, it asks th
trust manager to broadcast an alarm message on the
network. Trust managers also receive alarms from
other trust managers on the network. The path
manager ranks the path according to the ratingiseof
nodes and deletes all paths that contain malicious
nodes and discards route requests received from
greedy nodes.
1.1. Watchdog mechanism

The watchdog [8] is one of the mechanisms
which detect greedy nodes by running a misbehaving
node locator on every host that maintains a budfer
recently sent packets. It overhears packets tratesii
and compares it with the packets in the bufferind f
if there is a match between the packets sent.df th
packet has been sent from the buffer then watchdog
removes the packet from the buffer. If there is any
mismatch occurs and certain packets occupy the
buffer for more than particular time, the watchdog
increases a failure count for the node respongdle
forwarding the packet. If the count increases the
threshold value, the watchdog considers that t®st a
misbehaving node.
1.2. Pathrater method

A Pathrater [8] is a mechanism which
maintains a rating for every host on the networ. T
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choose a route that is considered to be reliable, i
calculates a path metric by taking an average ef th
rating of the nodes on the paths and chooses the pa
with the highest metric.

If any node gets very low rating, it is
considered as a greedy node and thus excluded from
routing. It increases throughput by 17% in a nekwor
with moderate mobility and increases network
throughput by 27%, with extreme mobility. Pathrater
also has some drawbacks such as increasing overhead
in the transmissions from 9% to 17% with moderate
mobility. Pathrater is inefficient without the usé
watchdog. Watchdog is necessary to be used in all
the detection systems.

2. Credit-payment technique

Ad hoc-VCG [9] is one of the reactive
routing protocols, which discovers the routing gath
when a network node starts a session. Ad hoc-VCG
uses a DSR like route discovery protocol which
provides information about shortest paths to the
destination node. The destination node calculdtes t
shortest path and the VCG payments and sends this
information back to the source. During the data
transmission phase, the source sends packets along
with electronic payments to the destination on the
shortest path. Ad hoc-VCG is reliable against glsin
cheating node but it may fail in the presence of
coalitions of nodes (coalition forming) which trg t
maximize their total payments. It provides
truthfulness and assures cost efficiency.

3. Game theory based technique

Selfish nodes or greedy nodes are sometimes
called as freeloaders [10] which get resources from
the network but do not upload any resources to the
network. Minimising the effects of freeloaders
require the services of some external centralized
authority. The inclusion of third party produces
overhead in tracking, storing and processing the
behaviour of other nodes. The algorithm called
SLAC algorithm used to eliminate the use of externa
third party and minimises the overhead.
3.1.9.AC algorithm

It assumes that nodes want to use their
abilities selfishly to increase their own utility ia
greedy way. The algorithm [11] depends on Selfish
Link and behaviour Adaptation to produce
Cooperation (SLAC). According to the activities of
each node, SLAC generates some measure of utility
U (The number of files downloaded or jobs
processed). Periodically each node (i) compares its
performance against another node (j), selected from
the network in a random way. If the utility Ui < Uj
node then node i drops all current links to node j.

3.2. Generous TIT-FOR-TAT (GTFT) algorithm

The GTFT algorithm is used by the nodes to

consider relay requests made by the neighbour nodes
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and to decide whether to accept or reject a relay
request. It shows that GTFT [10] algorithm provide
maintenance of Nash equilibrium in the network. For
each node, the algorithm [12] defines the Normadlize
Acceptance Rate (NAR). It is the ratio of the numbe
of successful relay requests generated by the rtode,
the number of relay requests made by the node.
According to the NAR, selfishness can be decided.

Proposed Work
To detect and solve the problem of Greedy

node over wireless sensor networks, we propose a

greedy node detection algorithm that considerdglart

greediness and novel replication allocation
techniques to properly cope up with greedy
replication allocation.

The proposed algorithm will perform the
following steps:

1) Detect the greedy nodes.

2) Build the self-centered friendship (SCF) tree.

3) Allocating replication at a specific period or
relocation period, each node executes the
following procedure:-

i. Each node detects the greedy node based on
credit risk access.

ii. Each node makes its own topology graph
and built it own SCF tree by excluding the
greedy node.

iii. Based on SCF tree, each node allocates
replication in a fully distributed manner.

Conclusion and Future Work

Wireless Sensor Networks (WSNs) have
been an active area of research over the past few
years, because of their widespread application in
military and civilian communications. These
networks are highly dependent on the cooperation of
all its nodes to perform networking functions. This
makes it highly vulnerable to greedy or selfish esmd
This paper summarizes the key features of the greed
nodes that may exist in WSNs. This paper also
presents some techniques of detecting selfish node
behavior over WSNs. We will implement the
proposed algorithm to solve the problem of greedy
node over WSNs.
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